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DETAILED ACTION 

This is a Non-final action for application number 10/530,740 filed on 04/08/2005. 
Claims 16-34 are currently pending and have been considered below. Claims 16 and 
29 are independent claims. 

Claim Rejections - 35 USC $ 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary sl<ill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 16 - 19. 23 - 31 . 33. and 34 are reiected under 35 U.S.C. 103(a) as 
being unpatentable over Balfanz et al. (US 2004/0107366). in view of Komine et al. (US 
7.281.027). 

Regarding claims 16 and 29 , a device for controlling an authentication in a 
telecommunications device, comprising: a subscriber terminal device in a customer 
premises equipment, [Fig. 1, Ref # 125, wherein the member device communicates 
over the network 109 over a network connection 127, (Balfanz et al.. Paragraph 
43, Page 3)1, 

a connection connecting the subscriber terminal device to an exchange via an 
external data transmission interface having a physical data transmission channel and an 
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authentication channel, [Fig. 1, Ref # 129, wherein The member device 125 can also 
communicate with the computer 101 over a preferred channel 129 through the 
network interface 107 or the I/O interface 111, wherein the channel 129 is the 
physical channel and Ref # 107 is the authentication channel, (Balfanz et al.. 
Paragraph 43, Page 3)], 

an internal data transnnission interface operatively connected to the customer 
premises equipment, [Fig. 1, Ref # 129, wherein The member device 125 can also 
communicate with the computer 101 over a preferred channel 129 through the 
network interface 107 or the I/O Interface 111, wherein the interface 111 is the 
internal interface, (Balfanz et al.. Paragraph 43, Page 3)], 

and a control unit for monitoring data traffic, [Fig. 8, Ref # 801, wherein the 
provisioning device 801 serves as a router, modem, or WAP, the provisioning 
device 801 can monitor the traffic passing through the provisioning device 801, 
(Balfanz et al.. Paragraph 124, Page 9)], 

the data traffic selected from the group consisting of traffic on the external data 
transmission interface, upstream traffic on the internal data transmission interface, and 
combinations thereof, [the traffic is from a member device (that is, a device that is 
authorized to use a secure channel) or from some other unauthorized device, 
wherein the traffic is from the external or the internal data transmission, (Balfanz 
et al.. Paragraph 124, Page 9)], 

Balfanz et al. fails to teach controlling logon and logoff procedures in the 
authentication channel based on the monitored data traffic. 
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Komine et al. teaches an account authentication means including a user account 
management table for managing user account information and managing logon/logoff 
state information indicating a logged-on/logged-off state of the server application, 
(Komine et al., Col. 9, Lines 38-45), to provide services and to a network monitoring 
system for performing distributed processing to monitor a network, (Komine et al., Col. 
1, Lines 12-16), 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention was made to modify Balfanz et al. by controlling logon and logoff procedures 
in the authentication channel based on the monitored data traffic, wherein Komine et al. 
teaches an account authentication means including a user account management table 
for managing user account information and managing logon/logoff state information 
indicating a logged-on/logged-off state of the server application, (Komine et al.. Col. 9, 
Lines 38-45), to provide services and to a network monitoring system for performing 
distributed processing to monitor a network, (Komine et al.. Col. 1, Lines 12-16). 

Regarding claims 17 and 30 . the device according to claim 16, wherein the 
control unit monitors the data traffic for a duration of time, [Fig. 8, Ref # 801, wlierein 
tlie provisioning device 801 serves as a router, modem, or WAP, the provisioning 
device 801 can monitor the traffic passing through the provisioning device 801 
for a duration of time, (Balfanz et al.. Paragraph 124, Page 9)]. 
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Regarding claim 18 . the device according to claim 17, wherein the logoff 
procedure is carried out in the authentication channel if data or the data traffic is not 
detected within the duration of time, [clients and authentication servers authenticate 
each other and secure their communications using Transport Layer Security, 
(Balfanz et al., Paragraph 18, Page 1)]. 

Regarding claims 19 and 31 . the device according to claim 16, wherein the data 
traffic on the external data transmission is montitored in a downstream direction, [Fig. 8, 
Ref # 801, wherein the provisioning device 801 serves as a router, modem, or 
WAP, the provisioning device 801 can monitor the traffic passing through the 
provisioning device 801, wherein the direction of the data is downstream, 
(Balfanz et al.. Paragraph 124, Page 9)]. 

Regarding claim 23 . the device according to claim 16, wherein the authentication 
channel has an authentication protocol embodied in accordance with a point-to-point 
protocol, [Fig. 8 illustrates a wireless access point secure credential infrastructure 
system 800 that uses a provisioning device 801 that is also configured as a 
wireless access point (WAP) for providing electronic signals, (Balfanz et al.. 
Paragraph 116, Page 8)]. 



Regarding claim 24 . the device according to claim 16, wherein the authentication 
channel has an authentication protocol embodied in accordance with a point-to-point 
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over Ethernet protocol, [the enrollment port 1209 can also be a telephone or 
Ethernet jack such that the resident alert device 1201 can be provisioned from a 
known telephone number or internet address, (Balfanz et al., Paragraph 143, Page 
10)1. 

Regarding claim 25 . the device according to claim 16, wherein the internal data 
transmission interface is connected to a data processing unit in the customer premises 
equipment, [Fig. 1, Ref # 111, wherein interface 111 that can be connected to a 
user interface device(s) 113, a storage system 115, and a removable-media data 
device 117, (Balfanz et al.. Paragraph 42, Page 3)]. 

Regarding claims 26 and 33 . the device according to claim 16, wherein the 
control unit controls the physical data transmission channel based on the monitored 
data traffic, [Fig. 8, Ref # 801, wherein the provisioning device 801 serves as a 
router, modem, or WAP, the provisioning device 801 can monitor the traffic 
passing through the provisioning device 801, (Balfanz et al.. Paragraph 124, Page 
9)1- 

Regarding claims 27 and 34 . the device according to claim 16, wherein the data 
transmission channel of the external data transmission interface is active, [using audio 
connection cables 825 between the provisioning device 801 and the prospective 
member device 821, wherein the cable 825 is active, (Balfanz et al.. Paragraph 
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119, Page 9)]. 

Regarding claim 28 . the device according to claim 16, wherein internal data 
transmission interface is within the customer premises equipment, [Fig. 1, Ref # 129, 
wherein Tiie member device 125 can also communicate with the computer 101 
over a preferred channel 129 through the network interface 107 or the I/O 
interface 111, wherein the interface 111 is the internal interface, (Balfanz et al.. 
Paragraph 43, Page 3)]. 



Claims 20. 21 . 22. and 32 are reiected under 35 U.S.C. 103(a) as being 
unpatentable over Balfanz et al. (US 2004/0107366). in view of Komine et al. (US 
7.281 .027) and further in view of Humpherv et al. (US 2002/00856401 ). 

Regarding claims 20. 21 . 22. and 32 . The modified Balfanz et a. teaches a 
secure situation notification devices that can be used to securely receive and present 
information directed to a specific receiver, (Balfanz et al., Paragraph 41, Page 3), 

The modified Balfanz et al. fails to teach that the subscriber terminal device 
includes an xDSL modem and the external data transmission interface transmits data 
embodied in accordance with the ITU G. 992.1 standard or the ITU G.992.2 standard, 

Humphery et al. teaches such non-terminated cables typically exhibit resonance 
characteristics at xDSL frequencies, (Humphery et al.. Paragraph 52), and use of the 
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groups of carriers used in the prior art of G.992.1 and G.992.2 for initialization 
messages using 8 bit/symbol over 4 carriers (QPSK) downstream direction, (Humphery 
et al., Paragraph 60), to provide a metliod of transmitting symbols in a wire line multi- 
carrier communication system, (Humphery et al., Paragraph 18), 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention was made to modify the modified Balfanz by including an xDSL modem and 
the external data transmission interface transmits data embodied in accordance with the 
ITU G.992.1 standard or the ITU G.992.2 standard, wherein Humphery et al. teaches 
such non-terminated cables typically exhibit resonance characteristics at xDSL 
frequencies, (Humphery et al., Paragraph 52), and use of the groups of carriers used 
in the prior art of G.992.1 and G.992.2 for initialization messages using 8 bit/symbol 
over 4 carriers (QPSK) downstream direction, (Humphery et al.. Paragraph 60), to 
provide a method of transmitting symbols in a wire line multi-carrier communication 
system, (Humphery et al.. Paragraph 18). 
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Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Shaq Taha whose telephone number is 571-270-1921 . 
The examiner can normally be reached on 8:30am-5pm Mon-Fri. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Jeff Pwu can be reached on 571-272-6798. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR system, see http://pair-direct.uspto.gov. 
Should you have questions on access to the Private PAIR system, contact the 
Electronic Business Center (EBC) at 866-217-9197 (toll-free?). 

/S. T./ 

Examiner, Art Unit 2146 

/Jeffrey Pwu/ 

Supervisory Patent Examiner, Art Unit 2146 



